Tpya (TexHonorusa) 10-11 knacc. MNpodunb
"MHdopmaumnoHHaa 6esonacHocCTb"

10:00—22:00 3 ek 2024 .

OBLUAA YACTb

O6wwue Bonpocs!

16ann

Jobas NPOMbILLNTEeHHaaA TEXHONOTNA BbIMONHAET TpU beH,ElaMeHTaJ'Ibele TeXHonoruyeckre 3agadn. 3T 3agadn

MOXXHO cOpMyNMPOBaTh B BUAe TpEx BonpocoB. Kaknx? BbibepuTe Bce NpaBusibHbie

KTo 6yget o6pabatbiBaTh?
Ha 4yém obpabaTbiBaTb?
KaK o6pabaTbiBaTh?
yem o6pabaTbiBaTb?

Korga obpabartbiBaTb?



Ne 2

16ann

V3 npennoXXeHHoro nepeyHa BblﬁepVITe cpencrtea 1 MeTofbl, OTHOCAUMEeCA K ynpasieH4YeCKUM TeEXHONOrnmam

Bblﬁepwre BCecnpaswubHble OTBETbI

MOoTUBaLUA

KOHTpOsb

peknama

npoeKTnpoBaHune

16ann

Onpe,uenMTe, Kakoe 13 V|306pa)KeHI/IVI BbINO/IHEHO C NCMONb30BaHNEM (i)pOHTaJ'IbHOIZ JJI/IMeTpVI‘-IeCKOVI npoexkunn

B T

Bbi6epuTe NpaBubHbI BapuaHT




Ne 4
16ann
1 Kybryecknin MeTp nMCToBOro Matepuana TonwmnHon 40 mm ctout 18 000 p. Ckonbko pybneit ctonT 1 KBagpaTHbIN

MEeTp TaKoro nncTa MaTepmana?

3anuwuTe Tonbko Yncno

720

16ann

Yto n3 nepevYmncrieHHoro aBageTca CUHTETUHECKM MaTepmam)M’?

Bblﬁepm'e BCe npaBusibHble OTBETbI

anactaH
BMCKO3a
uennionosa
HenoH

CMNMELUUNAJIbHAA YACTb




Ne21

0.5 6annos

[aH cnucok yTeepxaeHuin. OueHuTe, ABNSETCA NN BEPHbIM KaXaoe U3 HUX

YtBepxpaeHue 1. «PaclumpeHnne daina orpaHnyeHo ToNbko 3 cUMBONaMu»

Oa

. Het

YreepxpaeHue 2. «Ecnu Bbl cTanu XepTBoMN GpULINHIA, TO BaM CrieflyeT CMEHUTb BCE CKOMMPOMETUPOBaHHbIe
naponu»

® =

Hert

yTBep)KAeHVIe 3. «JlokanbHble pe3epBHblie Konun ¢a17u103, CoXpaHeHHble Ha BalleM KoMnbioTepe, 3aluTAaT Balu

AaHHble OT NoTepu B pe3yfibTaTe aTakun I'IpOI'paMM—BbIMOraTeHeVI»

Oa

@ Her

YteepxpaeHue 4. «Lludpposas noanuch Ucnonbayet Kpuntorpadbuyeckme anropuTMbl B CBOe OCHOBE»

®

Hert

YTeepxpaeHue 5. «[JaHHble 0 BalleM MeCTOHaXOXAEHUU MOryT XpaHUTbCs B cookies 6paysepan

® =

Hert



Ne 2

0.5 6annos

Kakue n3 ykazaHHbIX ornepauroHHbIX cuctem (MamM ux gucTpubyTMBOB) UMEIOT YA3BUMOCTU NH(POPMaLIMOHHOMN

6e3onacHOCTM? YKaxuTe BCe BEPHble BapnaHTbl

Microsoft Windows 11

Astra Linux 1.7.4

Debian 11.8

mac0S 13.4

Android 14

Intel Pentium

B cnncke HeT onepauyoHHbIX CUCTEM, UMEKLWMX YI3BMMOCTM MH(POPMaLIMOHHON
6e3onacHoCcTun

0.5 6annos

OxA * OxF =?

OxAF

0x228

® o0x9%

OxDEAD




Ne 4

0.5 6annos

YkaxuTte, Ha KakoM u3 ypoeHel mogenu OS| nposogutcsa ataka nogmeHa MAC-agpecoB?

MpuknagHom

MpeacTtaBneHuns

CeaHcoBOM

TpaHcnopTHOM

CeTeBOM

. KaHanbHoOM

Ddunsnyeckom

0.5 6annos

I'IonyueHne CKpbITbIX A@HHbIX, KOrga Bbl MO)XeTe N3MEeHUTb 3anpoc, 4YTO6bI BEpPHYTb AONONHUTENbHbIE pe3ynbTaTtbl -

cnencTene aKcnnyatauum ya3BMMoCcTU nog HassaHMeM...

@ ... sQLi (SQL Injection)

... X8S (Cross-Site Scripting)

... LFI (Local File Inclusion)

... RFI (Remote File Inclusion)



N2 6

0.5 6annos

YsasBumocTb XSS (Cross-Site Scripting) — MeXcaiiToBblii CKPUNTUHI — [AOBOJNIbHO pacnpocTpaHeHHas 6peLub B

Be6-npunoxeHusx. Kog Be6-caiiTa Takxe M3BeCTeH Kak «cKpunT». Ha uto HaueneHbl ataku Tuna XSS?

. HaueneHbl Ha kop, (ckpynT) Be6-canTa, KOTOPbI BbiNOMHAETCA B 6pay3epe
nosnb3oBaTtens

HaueneHbl Ha kop, (ckpunT) Be6-caiTa, KOTOpPbI HAXOAUTCA Ha cepBepe, rae
pacnonaraetcs AaHHbIN canT

HaueneHbl Ha kop, (ckpunT) Be6-canTa, KOTOPbIN NepeaaeTcs N NCMOJNHAETCH Ha
npyrom seb-cante

0.5 6annos

HononHute npasuno Kepkroddca, Bbibpas npaBubHbIN BapuaHT oTBETa.

CrovikocTb KpMﬂTOFpa¢MVeCKOﬁ CUCTeMbl JO/IKHa 3aBUCEeTb TOJIbKO OT...

... BBIYNCAINTENIBHOW C/IOXXHOCTU 3afjaun HaXoXAeHUsl 3HaueHns OTKpbITOro
Kno4ya

. ... BBIUNCIINTENIbBHOW CJIOXXHOCTM 3afauun HaXoXAeHUsl 3HaueHnsa 3aKpbiToro
KJilo4ya

... CKOPOCTU Nepepayu gaHHbIX Npu pabote kpunTtorpaduyeckom cucTeMbl

... ANINHbI 3HAa4YeHUNA 3aKpPbITOro Kn4ya



N2 8

0.5 6annos

AA3bIK CTPYKTYPUPOBaHHbIX 3anpocos (SQL) — 370 53bIK NPOrpaMMUPOBaHUA AN XpaHEHUs 1 06paboTkn
nHbOpMaLVK B pensiMoHHoN 6a3e faHHbIX. YCTaHOBUTE COOTBETCTBME MeX Ay KOMaHAAMM 3TOro A3bika U TeM, Ans

yero 3Ta KOMaHAa ucnonb3yeTcs

SELECT [o]6} VIHAET JaHHble N3 HECKOMbKUX Tabnuu,
Ha OCHOBE 3aaHHbIX YCIOBUA

UNION BbIGUPAET CTPOKM, 3HAUEHNS KOTOPbIX
COOTBETCTBYIOT 3aAaHHOMY LAGOHY

WHERE yKaaaHue Tabnuubl N npeacrasneHns, N3
KOTOPOW HY>XHO BblbpaThb faHHble
DROP
cyliecTnseT GUNbTpaLno AaHHbIX Ha
OCHOBE 3alaHHbIX YCNOBUI
LIKE
0b6beanHAET pesynbTaTbl HECKOMBbKIMX
ECT-3anpocos B ognH Habop gaHHbIX
JOIN
bIbrpaeT faHHble 13 6a3bl AaHHbIX NO
3aaHHbIM KpUTEPUAM
FROM

il T Tabnuuy, 6a3y JaHHbIX WU NHOEKC




N2 9

0.5 6annos

Bbi6epuTe 13 cnucka Bce crnocobbl ayTeHTUdmrKaumm, oTHocswmecs K paktopy “f ectb”:

CKaHMpOBaHWe oTneyaTKa nanbua

CoobuweHne pamunmm, UMeHn N oT4yecTBa

BBop noruHa

VcnonHeHve nuyHoOl NoanMey Ha rpaduyeckoMm nnaHwere

PacnoaHaBaHue nuua

MpousHeceHne B MUKPOGOH ¢ppasbl C IKpaHa yCTPONCTBa

Ne10

0.5 6annos

OpHVM 13 caMblx MPOCTbIX WKGPOB ABAseTcs Wudp NpPocToi 3aMeHbl. [Ans Takoro wudpa 3awmndposaHve
3aKroYaeTcs B TOM, YTO Kaxkaas 6yKBa OTKPbITOrO TEKCTA 3aMeHsieTcs Ha Kakoe-To apyroe o6o3HayeHune (bykay,
n3obpaxkeHne nnu Nbon gpyron curHan) Ha oCHoBe TabnuLbl, 0AHO3HAYHO COMOCTaBNAIOLEN CUMBOS OTKPbITOMO

TeKCTa U ero 3ameHy.
TakuM WNDHPOM ¢ HEKOTOPbIM (HEM3BECTHBIM) 3amnofHeHeM Tabnuubl 6bi1 3aWwrdpPoBaH TEKCT:
U ckopo ryTelecTBeHHVIKN OKa3a/Imch cpeamn Heob03pyMoro MakoBoro osis.

OnpepenuTe, Kakol U3 WKUEPP-TEKCTOB MOr GbiN MONyYEH B pe3ynbraTe.

3 MIMAXXA ECMBYBMMNBIT3M3 AMBKBP3Ib MNBE3 NTBAOAK)X3OALLA
OBMATNALLIA EAPS.

3 MIMAXA ECMBYBNMNSBIT3M3 AMBKBP3Ib MYKBE3 MTBAOAK)X3OAMA
OBMATALLIA EAPS.

3 IMAXA ECMYYBNMNIBIT3M3 AMBKBP3b MYXBE3 MIBAOAK)X3OALLA
JBMAJIALLIA EAPS..

@ 3VIMAXA ECNBYBNJIBIT3M3 AMBKBP3/b XXBE3 FBAOAK)K3[ALLA
ABMAIALLA EAPS.



NeT

16ann

B HekoTopoi nporpaMMe Naposib ANVHOW 7 CYMBOJOB COCTaBNAOT U3 3arnaBHbIX 6yKB (3a4ecTBOBaHO 26
pasfnnyHbIx ByKB) 1 AecaTnyHbIX Lndp B Ntobom nopsake. Kaxablii Takolh HOMEpP B KOMMbIOTEPHON NporpamMMe
3aMmncblBaeTCA MUHMMASbHO BO3MOXHBIM 1 O[IMHAKOBbIM LieNTbiM KONYecTBOM 6aiT (Mpy 3TOM UCMONb3YoT

NOCYMBOSbHOE KOOUPOBaHVIE N BCE CUMBOMbI KOAUPYHOTCSH OANHAKOBbIM U MUHMMANbHO BO3MOXHBIM KOMMYECTBOM
ouT).

OnpepenuTte 06bem namaTu B 6aiiTax, OTBOAUMbIN 3TO NporpamMmoii ansa 3anucu 30 naponeii

3anuwmnTe oTBET B BUAE NPOCTOro Yucna (pa3mepHocTb - 6aiiT)

180

Ne12

16ann

NmeeTcs cnepyowmin 3anpoc B 6a3y AaHHbIX:
SELECT Userld, Name, Password FROM Users WHERE Userld = 105 or 1=1;

Basa naHHbIX UMeeT cnefytolme anemeHTbl: Userld — ngeHTudukatop nons3osatens, Name - ums nonb3oBaTtens,

Password — naponb nonb3osartens.

Kakas YA3BMMOCTb UCMOJIb3yeTCs 3/10yMbIlWIEHHNKOM B laHHbIM 3anpoce B Gasy AaHHbIX?

SQL-nHbekuua




N213

2 6anna

LLindp Mneiidepa- 3aknoyaeTcs B 3aMeHe nap CUMBOOB, CTOSLWMX OAWH 3a APYrM, Ha Napbl CUMBOJIOB TOMO e
andasuTa. 3aMeHa NPOUCXOAUT Mo CrefdyoLWeMy NPUHLMMY: CUMBOSbI andaBuTa BHOCATCS B NMPSAMOYTONbHYH0

Tabnuuy B crnyyaiHoM nopsake, HanpuMep, Tak:

g B e & B |&m

<
va)

I1

= BEGHIRTE -~ R
U o8 W o

=S

s | [

=

= e

bl M 4

[anee B Tabnuue HaxopsTcs ByKBbl LWUNbPYyEMOl Napbl:

e ECNM OHW CTOSIT B OAHOI CTPOKeE, TO AN Kax Ao 13 Hux 6epetcs ee cocef cnpasa. [ns 6ykBbl B KpaiHeM
npaBoM cTonbLe cocefoMm crpaBa byaeT cuntaTbes ByKBa TOW e CTPOKMN 13 KpaliHero nesoro ctonbua.
CoBnagatolime ByKBbl CYMTAKOTCA CTOAWMMN B 0AHOM cTpoke. Hanpumep, “O[1" 3awndpoBbiBaeTcs napom

"BLU" (nns kaxgom bykebl cocen bepeTca Hesasucumo), “JI1" -" 040", "OH" - "BO".

o Ecnuv oHn cToAT B 04HOM cTONbLE, TO ANS Kaxaoi U3 Hux bepeTcs ee cocef CHW3Y. [1ns 6yKBbl U3 HNXHEN
CTPOKM COCEMIOM CHI3Y cyMTaeTcs ByKBa TOro e cTonbua us BepxHell cTpoku. Hanpumep, “YB" - "1®",
THAY - UL,

e ECnun oHW CTOST B pa3HbIX CTPOKax 1 ctonbuax, To Ana onpefeneHuns 6yks 3ameHbl TpebyeTcs MbiCIeHHO
pPacnonoXmTb 3T OyKBbI B MPOTMBOMONOXKHbIX Yrax NPsMOoyrofbHIKa, Tak, YToObl COeANHSIOWMIA NX
OTPE30K ABMS/ICA ero AnaroHanbio. bykBbl 3aMeHbl JOMKHbI HAXOAUTLCS B APYTMX yriax NpPsAMOyrofbHNKa, a
3anucatb UX HY>KHO, ABMras no Apyron gnaroHany B npoT1BOMNONOXHOM HanpasneHuu. Hanpumep, “3Y" -
“TA", "OT" - "LULL".

TakuM Wndpom ¢ gaHHon Tabnuuel 6bin 3awmndposaH TekcT: BJIECK U3YMPYOHOIO rOPOAA OCNENAN

MYTHUKOB.

3anuwuTe nonyuymslLniica 3aluMdpoBaHHbIA TekcT (6onbwnmMmn 6ykBamu)

CLUBI3CXELIMPTALLIOB3/133BEBOM3/Tb MABIHXbbYLI3ALL®
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3 6anna

MpocTenwnm wndpom aenseTcs Wndp NpocToin nepecTaHOBKU. [ns 3awimnmdbpoBaHnsa TEKCT pasaensetcs Ha 6roku,
cofepxallye cornacoBaHHOe C MoslyyaTeneM YMCno CMMBOSOB (MPOo6enbl 1 3HaKU NPennHaHns MoryT Kak
YYUTbIBATLCA, TaK U HET - 3TO TOXe YacTb AOrOBOPEHHOCTM Mexay aboHeHTaMun), Mocse Yero B KaxAoM TakoM
610Ke MPOVCXOANT N3MeHeHMe nopsaKa CYMBOJIOB MO OOHOMY U TOMY Xe npaBuny. Hanpumep, 4Tobbl
3alwndpoBaTh TEKCT «3aBTpa, BEPOATHO, OXKMAAETCSA CONMHEYHbIN AeHb» C ANNHOK 610Ka 4 1 ¢ y4eToM Npo6enos u
3HaKOB NpenuHaHns, Nepblt 6NoK ByAeT BbIMSAETb KaK «3aBT», BTOPOW - KaK «pa, », TPETUIN - «Bepo» 1 T. 4. Ecnn

npaBuno 3ameHbl 6yaeT «3, 2, 4, 1», To «3aBT» OyAeT 3aliMdpPoBaHO B «BaT3», «pa, » B «,a P», a KBEPO» - B PEOBY.

OnpenenMTe npasuno 3aMeHbl, NpuMeHeHHOe AnA cnepylolero TeKkcTa, ecnm U3BeCTHO, YTo AJZINHa 6noka He

npesbiwaet 4 cumsonos. UV pacwundpyiTe ero.

YBE CMW, J1 AABTPC?W JIBAP AMEB!Q

3anuwuTte BepHoe NpaBuio 3amMeHbl B Buge pag umep (6e3 npobenos n 6e3 3anarbix. Hanpumep: 2341 unn 132

3142

3anuwwuTe pacwmngpoBaHHoe BbipaxeHue (Bce 6ykBbl AomkHbl 6b1Tb BOJIBLUUE, ¢ npo6enamun 1 3Hakamu

npenvHaHus MeXxay crnosamm)

B YEM CUJIA, BPAT? CUIA B NMPABIE!



N2 15
3 6anna

WckycctBeHHbI nHTennekT (M) ocTur HoBbIX BbICOT — Tenepb C HUM MOXHO BCTynaTb B AManor 1 gaxe

roKasbIBaeT XecTbl U pUcyHKK! Ho BOT Hesafaya, ogviH 13 Hawmx VIV 6bin B3anoMaH 31biM xakepoM. OH Bce eLle
BCE MOHWMAET, MNOKa3bIBAET XECTbl U PUCYHKM, HO OTBEYAeT Kak-To CTPaHHo... Mbl M006LWannch C HAM, HO He A0
KOHL,a MOHMMaeM, YTo OH HaM oTBeyaeT. BoT, ocTancs TonbKo AManor ¢ HUM. Y3HaliTe, YTo C/ly4nnoch 1 y3Haiite

UMs XakKepa, KTO OCYyLeCTBW B3NNIOM cucTeMbl! Bo3aMoxHo, BaM npurognTca Tabnuua, KOTOPYO OH HaM npucnan B




KOHUE avanora.

Yeoek

HH

[puger!

207240 232226229 242 33

Yro cayunnocs?

CCES EDFF 20 E2 E7 EB EE EC E0 EB EB

Kta?
213E0234E5F0
Hazosu nms
205E520ECoE3243
[Mouemy?
CEED 231224undpp238226224235 EBECs
Kak?

MIngp20EFEE228241242E0H08234E8

Hanwuinu see, uto
3HACLIL, Ml TOMOMKEM

Mudp3A20C0F2225224248
[pasuno20E7meED2513A
E7EOECESEDEQ iEDEOQ n-i+1
E3E4E5 n—247E8241 EBEE20E1F3EAE220
EOED227235uiick EEE3EE20E02352442248uF2EQ
199224mn¢p238226224EDEDEEESESECa3A204B766776105




Dec |Hex| Cumpoan | Dec [Hex| Cumeoan |Dec|Hex| Cumpon | Dec | Hex | CunmBont
cuen. SP
0 0 | cneu. NOP| 32 20 | (IlpoGen) | 64 | 40 @ 96 60
1 1 |cnen. SO | 33 21 ! 65 | 41 A 97 61 a
2 2 |cneu. STX | 34 22 v 66 | 42 B 98 62 b
3 3 |coneu. ETX| 35 | 23 # 67 | 43 C 299 63 c
4 4 | cneu. EOT | 36 24 s 68 | 44 D 100 | 64 d
5 S |coen. ENQ| 37 | 25 %o 69 | 45 E [ 101 | 65 e
6 6 |cneu. ACK| 38 | 26 & 70 | 46 F 102 | 66 8
74 7 | cneu. BEL | 39 27 ! 71 | 47 G 103 | 67 o
8 8 cneu. BS 40 28 ( 72 | 48 H 104 | 68 h
9 9 cneu. Tab | 41 29 ) 73 | 49 1 105 | 69 i
10| DA | cneu. LF 42 | ZA *. 74 | 4A J [ 106 | 6A J
11 | 0B | cneu. VT 43 | 2B -+ 75 | 4B K 107 | 6B k
12 | 0C | cnen. FF 44 | 2C 76 | 4C L 108 | 6C 1
13 | 0D | cnen. CR 45 | 2D - 77 | 4D M 109 | 6D m
14 | OE | coeu. SO 46 | 2E 3 78 | 4E N 110 | 6E n
15 | OF cneu. SI 47 | 2F 74 79 | 4F O 111 | 6F o
16 | 10 |cneu. DLE | 48 | 30 0 80 | 50 P 112 | 70 p
17 | 11 | conen. DCI | 49 | 31 I 81 | 51 Q 113 | 71 q
18 | 12 |cnen. DC2 | S0 | 32 2 82 | 52 R 114 | 72 r
19 |13 | cineu. DC3 | 51 33 3 83 | 53 S [ 115 | 73 s
20 | 14 | cnen. DC4 | 52 | 34 -4 B84 | 54 T | 116 | 74 t
21 15 |cnen. NAK | 53 | 35 5 85 | 55 | ] | 117 | 75 u
22 | 16 |cneu. SYN | 54 | 36 6 86 | 56 v 118 | 76 v
23 | 17 | cnen. ETB | §5 | 37 7 87 | 57 W 119 | 77 w
24 | 18 |cnen. CAN| 56 | 38 8 88 | S8 X 120 | 78 X
25| 19 | cmen. EM | §7 | 39 9 89 | 59 X 121 | 79 y
26 | 1A |cneu.SUB| S8 | 3A : 20 | SA Z 122 | 7A z
27| 1B | cnen. ESC | 59 | 3B 5 91 | SB [ 123 | 7B 3
28 | 1C | cnen. FS 60 | 3C < 92 | 5C \ 124 | 7C |
29 | 1D | cneu. GS 61 | 3D = 93 | SD ] | 125 | 7D 1
30| 1E | cneun. RS 62 | 3E = 94 | SE N | 126 | 7E -~
31| 1F | cneu. US 63 | 3F ? 95 | SE - | 127 | TF
Dec |[Hex | CumBodt | Dec | Hex | Cumpoa | Dec| Hex | Cuvipon | Dec | Hex |CumB ot
| 128 | 80 5] 160 | AO 192 | CO A 224 | EO a
[ 129 | 81 I 161 Al Y 193 | C1 B 225 | E1 o
| 130 | 82 - 162 | A2 G 194 | C2 B 226 | E2 B
| 131 | 83 r 163 | A3 J 195| C3 I 227 | E3 r
| 132 | 84 * 164 | A4 =) 196 | C4 I 228 | E4 b §
| 133 | 85 S 165 | AS r 197 | CS5 E 229 | ES ]
| 134 | 86 T 166 | AG ! 198 | C6 K 230 | E6 K
135 | 87 T 167 | A7 8 199 | C7 3 231 | E7 3
| 136 | 88 € 168 | AB E 200)| C8 151 232 | EB u
| 137 | 89 Po0 169 | A9 k) 201 | C9 [ 233 | E9 i
| 138 | BA Jb 170 AA < 202 | CA K 234 | EA K
139 | 8B < 171 | AB « 203 | CB Ji 235 | EB 1
| 140/ | 8C I 172 | AC —= 204 | CC M 236 | EC 154
[ 141 | 8D K 173 | AD 205 | CD H 237 | ED H
| 142 | BE T 174 | AE a0 206 | CE O 238 | EE o
| 143 | 8F L1 175 | AF 1 207 | CF I1 239 | EF n
[ 144 | 90 h 176 | BO = 208 | DO P 240 | FO P
[ 145 | 91 . 177 | B1 - 209 | D1 C 241 | F1 c
146 | 92 ” 178 | B2 1 210 | D2 T 242 | F2 T
| 147 | 93 o 179 | B3 i 211 | D3 Y 243 | F3 b
| 148 | 94 " 180 | B4 r Z1Z2| D4 L & 244 | F4 §
[ 149 | 95 - 181 BS j1t 213 | DS X 245 | FSs X
| 150/| 96 — 182 | B6 1 214 | D6 LT 246 | F6 n
[ 151 | 97 — 183 | B7 - 215| D7 Yq 247 | E7 b
| 152 | 98 < 184 | B8 & 216 | DS 111 248 | F8 (17
153 | 99 ™ 185 | B9 Ne 217 | D9 IL[ 249 | F9 Jii 3
[ 154 | 9A Ih 186 | BA < Z218| DA = 250 | FA B
155 | 9B > 187 | BB > 219| DB bl 251 | FB &1
| 156 | 9C H 188 | BC i 220 | DC b 252 | FC B
| 157 | 9D < 189 | BD S 221 | DD 5] 253 | FD. >
| 158 | 9E h 190 | BE s 222 | DE 10 254 | FE O
| 159 | 9F u 191 BF 1 223 | DF A 255 | FE £
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B oTBeTe ykaxute nma xakepa (B aHrnuinckon packnagke, HadymHas ¢ bonbuwoi 6ykebl, 6e3 npobenos)

Peter

KENC

BbinonHute kelic-3agaHue. [ns drKcaumm cBoUX OTBETOB MCMONb3yinTe NucTbl A4 dopmaTa, a ecnm ectb

Heo6Xxo04MMOCTb, TO 0POPMUTE 3TU INCTbI B COOTBETCTBMM C TpeboBaHVAMU 3adaHus.




Ne1

0 6annos

Keric: Yassumas kopnopauus

Bbl paboTaeTe B 6bICTPO pacTyLiein koMnaHuy 1 obecnednBaete knbepbesonacHoCTb, YTOObI NOOOEPKMBATL €€
poxof. PaHee 3a kmbepbesonacHocTb oTBevana IT-cnyxba, Ho, Tenepb C cerogHsLHero aHs bbina chopMrpoBaHa
KoMaHga no obecneyeHnto MHOOPMaLMOHHOW He3onacHOCTM ¢ BaMuM BO rnmase. Bam Heobxoammo B NepBbiil AeHb
BbI6paTb NepBUYHbIE feACTBUS AN obecnedeHns Mep No NOCTPOEHWIO 3aLiMLLEHHO NHPACTPYKTYPbI
Kopnopauuu. Bel orpaHuyeHsl B pecypcax. Y Bac ecTb orpaHnyeHHoe puHaHcrmpoBaHue B pasmepe 100 Tbic. py6. n

BCEro oAuH AeHb - 244. Kaxgoe 13 pelweHnin TpebyeT BnneaHns GUHaHCOB U/UNN BpEMEHU.

Bawa 3agaya cocTonT B TOM, 4TO6bI npoaHannsnpoBaTb NCXOOHOE COCTOAHME KOMMaHNM U HefaBHNE cobbiTus, a
3aTeM Bbl6paTb npnHMMaeMble pelleHns, ncxonosa N3 orpaHNYeHHOCTU peCypCcoB. Bbl He MoxeTe npesBbICUTb

pacxoppl (noTpaTuTb 6onble 100 Thic. py6.) Unn UckasnTb Bpems (NoTpaTuTb 6onblue 244.)

|. OnucaHmne kopnopauuu: Cetb nuuuepuin «by6y Muuua» 15 nekapeH 1 15 oTaenoB o6CNyXMBaHWA KIVEHTOB 1
foctaBku, 1 15 3aBefieHNiA, a Takke 3 Manblx CEpPBEPHbIX, Kaxaas U3 KOTopbix 06bednHAeT 5 nekapeH, oTaenos
[OCTaBKU 1 3aBefeHnin 1 1 LeHTpann3oBaHHbIN CepBep, KOHTponupyowmin 3 manbix. Kaxablin otgen
06CnyXrBaHWA COLEPXKUT NOKanbHbIA 0pUC, a Kaxkaoe 3aBefeHNe N NeKapHsa — Mo HECKOMIbKO TepMUHaNoB
camoobCnyX1BaHWA NOCETUTENEN 1 TEPMUHANOB AN COTPYAHMKOB. Y1CNo 3aKa30B OHMANH 1 noceTuTenei 8
3aBefeHNaX HeyKTIOHHO pacTeT, WTaT COTPYAHUKOB YBEeMYMBaeTCs, 1 BCA UHPPaCTPyKTypa paboTaeT Ha npefene

CBOWX BO3MOXXHOCTEN.

1l. HepaBHue cobbiTus: Cobbitne A. KoopanHaumoHHbi ueHTp CERT coobaeT, uto: «bbina obHapyxeHa
cepBepHas ya3sumocTb Tuna SHELLSHOCK. BceM koMNaHMaM HacToSTeNbHO peKOMeHayeTcs 06HOBUTL CBOM

cepBepbl. 3aTtsarueaHue c yCTaHOBKOIZ 0BHOBNEHUSI MOXET npmMBeCTN K Cepbe3HbIM npo6neMaM onsa Bcen

MHPPaCTPYKTYpPbI».

CobbiTne b. OnepaunoHHas cuctema ogHoOM N3 paboymx CTaHUMI NoKanbHOro odrca HECKOMNbKO pas Bblgana
KPUTUYECKYIO CUCTEMHYIO0 OWnBKY — BSOD — cuHuin akpaH cMmepTtu. AT-genaptaMeHT coobLmn, 4To OQUH 13

CUCTEMHbIX ,D,DaVIBepOB OI'IepaLI,I/IOHHOI?I cucTeMbl bbin noBpexaeH.

Co6biTue B. YyacTunuch yBeooMIeHNs COTPYAHMKOB O MoTepe CTapbixX 1 Npocbbbl O BblAaye HOBbIX Naposnei ans
[0CTyna K NMMYHbIM KabuHeTam 1 TepMrHanam. MosBunmnch coobLLeHNs 0 MCNONb30BaHUM TUMKUX CTUKEPOB C

napongaMun, KoTopble COTPYOHUKN NPUKPEeNnIatoT Ha CBOU MOHUTOPbI, 4TOObI He 3abbITb VIX.

I1l. NepeyeHb pecypcos: OuHaHcbl: 100 Thic. py6. Bpemsa: 24 vaca

IV. NMepeyeHb BO3MOXHbIX peLeHunii:

Pemenne 3arpatel B puHancax Bpemennsie
(TBIC. pYD.) 3aTpaThsl (1ACOB)

1. MaccoBas cmena naponeit n Bbliada 0 TeIC. PYO. 44
HOBBIX
2. Ycranoska 3amutst ot DDOS-arak 50 TIC. PYO. 6u
3. YcTaHoBKa CHCTEMb] aBTOMATH4ECKOTO 50 teIC. pYO. Su.
yIpaBiaeHHsI 0OHOBIEHHSIMH ONEPaLHOHHBIX
CHCTEM
4. YcraHoBka 0OHOBIEHHS OT 0 TeIC. PYO. 44
SHELLCHOCK nns cepsepos
5. IlpoBenenne TpeHUHTA MO 70 teIC. PYO. 12 u.
HH(OpPMALMOHHOI Oe30macHOCTH 1
COTPYAHUKOB
6. IlpoBepka u ycraHoBka 0OHOBIEHHIT 0 TeIC. PYO. 54
padO4YHX CTAHLIKIT TOKATLHEIX O(HCOB
7. YcTaHOBKA pe3epBHOTO KOTTHPOBAHUS U 40 teiC. pyd. 8u
BOCCTAHOB/IEHHS B O()MCHO# ceTH

3apaHne:

1) Ykaxxute Bbi6paHHbIe pelleHNs Ha KaXAoe U3 yKasaHHbIX co6bITUIA 1 060CHYTE BbIGOP KaXAOro U3 HUX

2) Kakoi1 BbiIBOA MOXHO cfienaTtb Nno noBogy npouecca Bbibopa NpMHMMaeMbIX peleHnin u obecrneyeHunio 3aWwnTbl oT

yrpo3 uHdopmaLmoHHol 6e3onacHocTn?



OTBeTbl 3anuwunTe Ha nucte A4 1 nepepalite akcnepTy

Mocne okoHYaHWSA BbINONHEHUS NOCTaBbTe COOTBETCTBYHOLLYIO OTMETKY

. Kelic BbinonHeH

Kelic BbINoO/IHEH YaCTUYHO

Kelc He BbinonHeH




