Tpya (TexHonorusa) 7 knacc. MNMpodpunb "NHpopmaumnoHHas
6e3onacHocTb"

10:00—22:00 3 ek 2024 .

OBLUAA YACTb

O6wwue Bonpocs!

16ann

Pacnonoxwute TexHonorum B nopsaake Ux noasneHuns

, PaccTaBbTe B BEPHOI MOCNEA0BATENBHOCTM — — — — — — — = — — — —

ToKapHasa fepeBoobpaboTka
aneKTpoABuraTens
pafnmocss3b

CTaHKWN C YNCNOBbIM NPOrpaMMHbLIM yrpaslieHeM

,_______________________________..
o



Ne 2

16ann

Kak HasblBatoTCs I'IOTpEﬁHOCTI/I yeqioBeKa B 3HaHUAX, NO3HaHNW HOBOIo, pelweHnn 38,118‘4?

Bbi6epuTe npaBunbHbIf OTBET

couunanbHbie
. WUHTeJIJIeKTyaJibHbie
MaTepunasibHbie

rymaHmMTapHbie

16ann

Ha prncyHke 1 npmueeneH YepTtex 3aKfienoyHoro coeguHeHnd.

Ckonbko aetanei nsobpaxxeHo Ha yepTtexe?

1
V1979 Q| 777975

ANNAZE
NN
O\

Pucynok 1. Yepreixk 3akneno4Horo coeJMHeHHUs.




Ne 4

16ann

ﬂﬂﬂ BblpaﬁOTKI/I ANIEKTPUYECKOro TOKa Ha 3JIeKTpoCTaHUMAX HeobxoanMmbl 3dHepropecypcsbl.

Bblﬁepwre 13 npennoXeHHoro nepevyHa npumep BTOPUYHOro aHeproHocuTens.

yronb

CONHeYyHas aHeprusa

. MasyT

NpUpPOAHbINA ra3

16ann

N3 npeanoXXeHHoro nepeyHs BblﬁepVITe npnMepbl MaTepranbHOTo NPON3BOACTBA

Bbi6epuTe BCce nNpaBuiibHble OTBETbI

CTpaxoBasi KOMMNaHuSA

Teatp

Tunorpacdus

xne6onekapHs

CMNEUMNAJIbHAA YACTb

BOI'IpOCbI no cneumnanbHoOM YacTu




Ne21

0.5 6annos

[aH cnucok yTeepxaeHuin. OueHuTe, ABNSETCA NN BEPHBIM KaXaoe U3 HUX

YtBepxpaeHue 1. «3nekTpoHHo-undposasa nognucs (SLIM) - aTo kpunTorpaduyecknii MeToq, KOTopbIit

ncnonbayetca ana ayTeHTudrKaumm n obecneyeHns LenoCTHOCTA 3NEKTPOHHbIX 4OKYMEHTOB, COOBLLEHWN NAn
TpaH3aKLnn»

@ Bepro

He BepHoO

YTBepxpaeHue 2. «B MaHaaTHO Mofenn pasrpaHuyeHns AOCTyN K pecypcam CUCTEMbI ONpeaensieTcs Ha ocCHoBe
poneit, KOTopble Ha3HaYaloTCs NOMb30BaTENAM»

BepHo

‘ He BepHO

YreepxpaeHue 3. «[JnsacceMbnmpoBaHve No3BoNnseT NnpeobpasoBaTb MaLUMHHbIA Ko (KOf, KOTOPbIA NCNoNHAeTCs
KOMMbOTEPOM) 06PaTHO B UCXOLHbI KOA»

‘ BepHo

He BepHo

YtBepxaeHue 4. «3aKpbITblil KNtoY UCNOb3yeTcs As Co3AaHna NOANUCHU, a OTKPbLITbIA Koy byaeT
MCMoNb30BaTbCA AJS15 NMPOBEPKM MOAMNCU»

‘ BepHo

He BepHo

YTBep)KﬂeHVIe 5. «OunWwnHrosble coobLieHns - aTo yBenoomneHnsa, otnpasnieHHble OT UMEHU aAMUHNCTPaTopoB
6aHKOBCKMX 1N APYyrnXx nnaTtexHbiX CUCTEM»

BepHo




0.5 6annos

Kakyio pnuHy B 6ainTax nmMeeT BbixoaHas CTpPoKa xaw-¢pyHkummn sha256?

16

64
128
256
512
Ne 3
0.5 6annos

YkaxuTe, Kakas 3 nocnepoBaTesIbHOCTEN MOXET ABIATLCA 3aKOAUPOBaHHOW CTPOKoW B popmaTte Base64
(Standard RFC 4648)? AndasuT kognpoBaHusa Base64 (Standard RFC 4648) cogeput naTMHCKMe CMBONbI,

undpbl 1 cuMBonbl cyddukea (+, -, =)

GDdreS$S=

@ dgVCNBhgYIKG-Hghjsh==

CVBWYHJSHH&88==

YhjgmnbbiMbHGFHjhjg==

LkiBNAVD675678<MBjk,n

LKJvxJGljhvevm)=



Ne 4

0.5 6annos

ConocTaBbTe TEPMUH U OnpeAeneHne

IP appec

Macka nogcetu

Lnto3

DNS

DHCP

Y3en KOMMNbOTEPHOW CETU, Ha KOTOPbIN
KeT OTnpaBrisieTcs B TOM crydae, ecnu

apWwpyT K CeTn Ha3Ha4vyeHKnAa nakeTa He
n3BecTeH

CeTeBoW NPOTOKOS, MO3BONAIOLWNIA CETEBBIM
CTPOICTBAM aBTOMAaTUYECKM NonyYaTb
1 gpyrve napameTpbl, HeobxoanMble

nns paboTbl B ceTn

bloTepHas pacnpefenéHHas cructema
A nonyyeHns MHGOPMaLLK O JOMEHAX

CNOBOE 3HaUeHNe, KOTOPOE OMNPENENSET,
YacTb agpeca CETU OTHOCUTCS K CETH,
a Kakas - K y3/1aM (xocTaMm) B 3TOW ceTu

VIKanbHbIN agpec, NAEHTUOUUNPY LN
POWCTBO B MHTEPHETE UMW JIOKaNbHOW
cetu




Ne5

0.5 6annos

YctaHoBUTe cooTBeTCTBME Mexay napameTtpammn URL agpeca n npumepamu:

MpoTokon :80
[omeHHoe nmsa /school/resources
MopT http://
MyTb 0o pecypca ?a=b&c=d
3anpoc WWwWWw.vsosh.ru
Ne 6
0.5 6annos

Kakoi Mogenu pasrpaHuyeHns QOCTyna He CyLecTByeT?

[unckpeuvoHHon

MaHpaTHOI

Poneson

‘ Nwemunueckon




Ne7

0.5 6annos

Kakoii Macku nogceTu He cyliectsyeT?

255.255.255.0

000.000.000.000

0.0.0.7

@ 192.000.000.256

0.0.0.2

0.5 6annos

Y7o MOXHO MCNONb30BaTh AN 3alWMTbl AOKYMEHTOB U LIeHHbIX 6ymar oT nogaenku?

3neKTpoHHO-LMdpOBYI0 NOANNCH

QR-kopn

. BoasiHble 3HaKun

LUTpux-kop,




N2 9

16ann

OxACDCO / 0xACDC = ? YkaxuTe BCe BEpPHble BapuaHTbl

1010

1410
1610
0x10
208

102

16ann

Ykaxute Ha3BaHne aTaku, 3aK/ovaloleics B TOM, YTO Nonb3oBaTesib U1n NporpamMmMa nbiTaeTcs NnepenaTtb NakeTbl

c IP-appecom, KoTopbili OHM He MMEIOT NpaBa UCMoMb30BaTh?

SQL Injection

. IP-Spoofing

IP-Inclusion

IP-Remote




NeT

16ann

Ykaxure, uto HE MoXeT siBnATbCA agpecom caita?

ghnbrjdbt.info

206.188.192.188:80

@ 355.11.32.1M

ru.shoppyshop.com

Ne12

16ann

Kak Ha3biBaeTcs ya3BUMOCTb NPOrpaMMHoro o6ecrneyeHus, KoTopas NPeaoCcTaBn[eT 3/1I0yMbIWNEHHUKY YAANEHHbIN
[OCTYN K KOMMbloTepHou cucteme 6e3 ee Bnagenbua?"

TposiH

Yepsb

‘ Bakpop

PyTtkut

Cnydep




N213

16ann

MexxceTeBoN 3KpaH 3almaeT CUCTEMY OT HEXenaTeslbHbIX CETEBbIX MaKeToB:

. nyTeM aHajln3a ceTeBbiX NakeToB Ha OCHOBEe HAaCTPOEeHHbIX NnpaBun

Ha OCHOBe 3afaHHOW NONUTUKN AOCTYNHOCTWN Pa3JIn4HbIX yY3/10B CETU

nyTeM aHanv3a COAEPXXMMOro NaKeToB C Liesibio MOMCKa HenpeayCcMoTPEHHbIX
3HauYeHnn

nyTem 610KMpoBaHWs JOCTYNa K y3/laM CETU B Clly4Yae BbisIBJIEHUS CETEBOIA
aTakm

Ne 14

2 6anna

B komnaHun OO0 «Hac He B3nomatoT» [eliCTBYET HEPYLUMMOE NPaBuIo: BCe Naponn COTPYAHNKOB YHMKaNbHbI (He
MOXET BbITb ABYX COTPYAHNKOB C OANHAKOBbLIM NMaponeM) v AOMKHbI COCTOATb N3 HECKOMbKNX BYKB (KONM4YecTBo
6yKB OfMHaAKOBOE BO BCEX Naponisix), 3a KOTOpbIMU cnefytoT Tpu Lndpsbl. Mpy aToM ncnonbaytotes 10 undp 1 Tonbko

6 6yks: 1, A, P, O, J1n b. Hy>xHO nmeTb He MeHee 40 TbicAY pa3NnyHbIX Naponeil.

Kakoe HaumeHbluee konmyecTBo 6yKB AomkHO 6biThb? OTBET AaliTe B BUAE NPOCTOro Ynucna



N215

4 6anna

[Mepen Bamu coobueHue, 3awmndpoaHHoe Wndpom Liesaps. Mpu wndposaHum 6bin nCcnonb3oBaH NaTUHCKNIR

andasuT (26 6ykB). ONpepennTe 3HaYeHne cABUra n paclwndpyinTe coobuieHme.

3awmndpoBaHHoe coobleHue: bfgpnsl yt ymj rtts

Letter Order Letter Order Letter Order Letter Order
a 1 i 9 q 17 y 25
b 2 i 10 r 18 z 26
¢ 3 k 11 S 19
d 4 1 12 t 20
e 5 m 13 u 21
f 6 n 14 v 22
g 7 0 15 W 23
h 8 p 16 X 24

Onpenenme 3HauyeHue caBura. 3anuwuTe npocToe Yucno

BanuwuTe pacwmndpoBaHHyio ¢ppa3sy (HaumHas c ManeHbKol 6ykBbl, paccTaBnss npobenbl mexay cnos. Hanpumep:

WNpPOKa CTpaHa Mosi POAHas)

walking to the moon

Kewc

BbinonHuTe Kelic-3apanue. [1na drKcaumm cBoMX OTBETOB MCMONb3yiTe NucTbl A4 dopmaTa, a ecnm ecTb

HeobXxooMMOoCTb, TO O(bOpMI/ITe 3TN NNCTbl B COOTBETCTBUN C TpeﬁOBaHVIFIMI/I 3ajaHunga.



0 6annos

Keiic: O6maH

MpecTynHMKIM NCNONb30Ban NPOrpaMMHoe ob6ecneyeHne Afs aMynauuy rofoca ¢ UCKYCCTBEHHBIM UHTENNEKTOM,
4TOb6bI YKPACTb 2 MIH. [ONNAPOB Y aMepPUKaHCKOW aHEPreTUYeCcKoi KoMnaHum. MoLeHHNKN NO3BOHUAN U,
NOAMEHMB roNoC, yCNeLWHO Bblfanu cebs 3a 6pUTaHCKOro AMPEKToOpa MaTEPUHCKON KOMNaHUN aMePUKaHCKOW
3HEepreTMYeckol KoMNaHuW. Bbi3oB onpeaenunncsa Kak 3BOHOK 113 roflOBHOro odurca KOMNaHny, HaxoasLwerocs B
JloHpoHe, He BbI3biBaB Nofo3peHnin. MoweHHKKN B xode becedbl ybeaunu reHepanbHoro ampektopa 8 CLUA
CPOYHO OTNPAaBUTb AEHbI M NOCTaBLLMKY 13 TypLmm, KOTOPbIW, MO cyTu, H6bIN NX c4eToM. Bckope nocne Toro, Kak
reHepanbHbli AnpekTop 13 CLUA oTnpasun 2 MAH. [ONNapoB, Xakepbl MO3BOHUAN CHOBA, YTBEPXAASA, YTO
OTNPaBUAN AEeHbIM, YTOObI BOMECTUTb EMY CPOYHYIO TPaH3aKLMI0. Mo3e B TOT e AeHb OHW NO3BOHUAN B TPETUIA
pas, CHOBa NpeACTaBVBLLNCH JUPEKTOPOM 1 3aMNpoCKB NOBTOPHbIV NnaTex. eHepanbHblii AnpexkTop 13 CLUA
3amnofo3pun HenagHoe, MOCKOMbKY BO3MeLlLeHWe Tak 1 He NOCTYNuIo, a TPETWI 3BOHOK NMOCTYNUA C yXe C ApYroro
TenedoHHoro Homepa. OH peLunn He MPOU3BOAMTL BTOPON NnaTex. MNocne nepesofa Ha cyeT B TypeLKoM 6aHke

cpencrtea 6binun nepeseneHbl Ha [OMNOSTHNENbHbIA CYET U pacnpeneneHbl No opyrmm agpecam.

Bonpoc A. Bbibepute TexHUKM peanusaumm yrpo3 HpopMaLMoHHON 6e30MacHOCTU U3 CNNCKa HKe, KoTopble

OAHO3HauYHO 6bIIM MCNONb30BaHbI B npuneegeHHOM anusofe

1. TaiinckBOTTHHT 3. @UIIMHT HecankunoHHpOBAHHEIH JOCTYN

5
2 Wnbekuus 4 Cnydunr 6. Bumsr

Bonpoc B. flBnsietca nu nprviBeaeHHbIi 3nn3on NpUMepoM UCMosb30BaHUSA MEXaHN3MOB COLManbHON MHXeHepun?

OTBeT 060CHYinTE.

Bonpoc B. YkaxuTe, uto Tpebyetcsa genatb u HE genatb nonb3oBaTtensm ycnyr cBa3u, 4Tobbl He CTaTb XXepTBOMN

nopo6Horo poga MoweHHNYecTBa? HanuwmTte HeCKonbko NpeanoXeHuii no mepam 6esonacHocTn

OTBeTbl Ha BOrpOChk! 3anuiinte Ha /imcte A4, nognvwmnTe cBOV KOog 1 nepeaalﬁre aKcnepTy

Mocne okoH4YaHWA BbINONHEHUSA NOCTaBbTE COOTBETCTBYIOLLYIO OTMETKY

‘ Kewnc BbinonHeH

Kenc BbINONHEH YaCTUYHO

Kelc He BbinonHeH



